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1. Introduction
1.1 Purpose

This document describes the basic operations that a Registrar's cllent application must perform to be
accapted by the Registry. Each of the following sections describes the actions that the client must
perform to demonstrate correct implementation of the Extensible Provisioning Protocol (EPP) v1.0 and
interactions with the Registry. Registrars should have a detailed knowladge of the following intermet
RFCs bafore attempting the test:

EPFWMMMWHHEHMMEMELE
EPP Host Mapping RFC: 5732 (hitp./fwww.rfc-editor.info/nc/ifcS 7 32 ixt’

EPP Contact Mapping RFC: 5733 (hito.{/www, rfc-editor. infoifeifes 7 33 6d"
EPP Transport Over TCP RFC: 5734 (http #www. rfe-aditor infoffo/fc57.34 td’

The tests presanted herein verify the comect interface with the Registry for standard Registrar
operations. They do not cover all possible error and unusual conditions. The Registrar client applicabion
is responsible for comactly handling all unusual error conditions.

1.2 Formatting Conventions

Proper completion of the test requires that all commands and data must be enterad exactly as given in
this document. Any deviations will be considered a failure. The following items show the formatting
convantions included in this documani for required input and output values and for variable input and

oulput responses.

Reguilar teod in this format represents axpected system input and output values that the client system will
send o the server and that the server system will display in response to an action or aclions provided by
the Registrar. The following example lllustrates an expected system output.

<result code="1000"><msg lang="en-US">Command completed successfully</msg>

When bold text is localed in Regular text, this represents a required input value that the Registrar must
provide -the Registrar must anter the text exactly as shown. The following example illustrates the format
for the required input valuas,

Domain Mame: example.info
lalicized text in output represents data retumed from the server, which may or may not be the exact
values represented in this document. It is the responsibility of the client to interpret these values property
and possioly reuse these for subsequent commands.,

<gomain:exDate>2011-06-21T22:07:28.0L</[domain:exDate>

1.3 Accounts

For the duration of the test, the Registrar will use a seaded test account, called ChentX. The Registrar
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will provide Technical Support Group with a valid email address. Standard registry transfer
nolifications, processed by the registry during the initial test seeding (*“see appendix for details**), will
be sent to this e-mail address for Registrar reference. Upon the scheduling of a test, Technical
Support Group will provide hostnames and port numbers for the Registrar's client connection.

14 Additional Requirements

Registry Operator will prime the Test Registry with data required to complete this test. Please refer to
Appendix A if you wish to review this data. Do not attempt to enter this data into the Test Registry,

1.5 Successful Command & Test Completion

While performing this test, if the response to a command is not exactly as shown, then stop your test
and contact Technical support.

1.6 Passing the Test

The Registrar must complete the test perfectly (with no typographical emors and without breaking the
sequence of operations) from start to finish within the allotted time.

1.7 Contact and Name Server Policy Requirements
Thera are cartain policies that are enforced in the implementation of EPP:

A minimum of 4 contacts (including 1 Registrant and at least 1 of each Admin, Billing and Technical
contacts) must be provided during the create domain transaction.

For the purpose of this test, all domains must be created with at least 2 name servers. Registrars may,
however, when working with the "live® registry, create domains with fewer than 2 name servers, though
DNS resolution depends upon & minimum of ane (1) assigned name server. The use of at least two (2)
valid nameservers is highly recommended.

2. EPP Communications

Registrar to Registry communications utilize the Extensible Provisioning Protocol (EPP) mapped over
TCP (Transport Conftral Protocol). EPP commands are formulated using the Extensible Markup
Language (XML). The Registrars’ application client must utilize XML to send commands to the Reqgistry
and utilize an XML parser fo interpret the servers responses. EPP itself relies exclusively upon user
authentication for security. Additional security is provided by the use of Transport Layer Security (TLS),
for session cryptography. Clients must communicate with the EPP server using a commercial or open
source Implamentation of TLS, such as OpenSSL. Additional Information concaming mapping EPP over
TCP is available in "RFC 5734 - Extensible Provisioning Protocol Transport Over TCP', Additional
information concerning the TLS may be found In RFC 5248,
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2.1 Starting the Test

Technical Support will contact the Registrar by telephone a few minutes before the schadulad
start time, to provide final confirmation prior to the Registrar commencing the OTA&E test.

2.2 Session Management

2.21 Start Session

After making an initial connection to the Registry, the server shall reply with a greeting. A Registrar must
receive the greeting message before attempting authentication andfor other supplementary commands.

2.2.2 Authentication

After the initial greeting the Registrar client shall send the Login command to authenticate itself to the
test registry with the following information:

Client ID: ClientX
Password: foo-BAR2

Verify that the following response is received:

<rasull code="1000"><mszg lang="en-US>Command complated succassfully</msg>

223 Change Password

To change a Registrar's password, an additional field is required in the Login command. At this point, the
client must log out, then log in again, and pass the following information to the Login command:

Client 1D: CliemtX
Fassword: foo-BAR2
Mew Password: bar-FOD2
Verify that the following response is received:

<result code="1000><msg lang="en-U5">Command completed successfully</msg>

2.3 Mandatory EPP Acceptance Criteria

To pass the regular EPP OTE&E test, a Registrar has to perform all tests listed under sections, 2.3.1,
2.3.2,2.3.3,28 2.7, 28 and 2.9.

2.3.1 Creation of Objects and thelr Updates
The following tests exercise EPP commands that revolve around object creation and updates.
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2314 Check Contact OTE-C1 (Contact Available)
Use the Check command with the following argument.

IC: OTE-C1

Verify that the following response is received:

<regsult code="1000"><msq lang="en-US">Command completed successfully</msg><contact:id
avail="1">

2.31.2 Create Contact OTE-C1
Supply the following Information to the Create command.

Contact ID: OTE-C1

Contact Name: John Doe

Contact Organization: Example Corp. Inc
Contact Addreas Street1: 123 Example St.
Contact Address Street2: Suite 100
Contact Address City: Anytown

Contact Address StaleProvince: Any Prov
Contact Address Postal Code: A1A1A1
Contact Address Country: CA

Contact Voice: +1.4165555555

Contact Vioice Extension: 1111

Contact Fax: +1.4165555556

Contact Email: jdoe@test.test

Auth Info: my secret

Verify that the following response is received:

<result code="1000"><msg lang="en-US"Command completed successfully</msg>

2.31.3 Check Contact (Contact Not Available)
Use the Check command with the following argument.

ID: OTE-C1
Verify that the following response is received:

<rgsult code="1000"><msg lang="en-US">Command completed successful y</msg><contact:id
avall="0">

2314 Query Contact OTE-C1
Supply the following information to the Info command.
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ID: OTE-C1
Varify that the following response is recaived:
<rasult code="1000"><msg lang="en-US">Command completed successfully</msg>

Contact ID: OTE-C1

Contact Name: John Doe

Contact Organization: Example Corp. Inc
Contact Address Street1: 123 Example St.
Contact Address Street?: Suite 100
Contact Address City: AnyTown

Contact Address State/Province: AnyProvince
Contact Address Postal Code: A1A1A1
Contact Address Country: GA

Contact Voice: +1.4165555555

Contact Volce Extension: 1111

Contact Fax: +1.4165555556

Contact Emall; jdoe@test.test

Auth Info: my secret

Status: ok

MNote: Create 3 more contacts, OTE-C2 te OTE-C4, to be used for domain operations.
2.31.5 Check Contact OTE-C2 (Contact Available)
Use the Check command with the following argument.

ID: OTE-C2

Varify that the following response is recaived:

<rasult code="1000"><msg lang="en-US>Command completed successfully</imsg><contact:id

avall="1"»

2318 Create Contact OTE-C2
Supply the following Information to the Creata command.

Contact ID: OTE-C2

Contact Mame: John Doe

Contact Organization: Example Corp. Inc
Conlact Address Sireet1: 123 Example St.
Contact Address Street2; Suite 100
Contact Address City: Anytown

Contact Address Stale/Province: Any Prov
Contact Address Postal Code: A1A1A1
Contact Address Country: CA

Contact Volce: +1.4165555555
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Contact Voice Extension: 1111
Contact Fax: +1.4165555556
Contact Email: jdoe@test.test
Auth Info: my secret

Verify that the following response is received:
=result code="1000>=msg lang="en-US>Command completed succassfully=/msg>
2.3.1.7 Check Contact OTE-C3 (Contact Availablae)
Use the Check command with the following argument.
ID: OTE-C3

Verify that the following response is recaived:

<rgsult code="1000"><msg lang="en-US">Command completed successfully</msg><contact:id

avall="1">

2318 Create Contact OTE-C3
Supply the following information to the Create command.

Contact ID: OTE-C3

Contact Name: John Doe

Contact Organization: Example Corp. Inc
Contact Address Street1: 123 Example 5t.
Contact Address Street2: Suite 100
Contact Address City: Anytown

Contact Address Stala/Province: Any Prov
Contact Address Postal Code: ATA1A1
Contact Address Country: CA

Contact Voice: +1.4165555555

Contact Voice Extension: 1111

Contact Fax: +1.4165555556

Contact Email: jdoe@test.test

Auth Info: my secret

Verify that the following response is received:
<result code="1000"><msg lang="en-US">Command completed successfully</msg>
2319 Check Contact OTE-C4 (Contact Available)
Use the Check command with the following argument.
ID: OTE-C4

Verify that the following response is recaived.
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<result code="1000"><msg lang="en-US">Command completed succassfully</msg><contact:id
avail="1">

2.3.1.10 Create Contact OTE-C4
Supply the following information to the Create command.

Contact 1D: OTE-C4

Contact Name: John Doe

Contact Organization: Example Corp. Inc
Contact Address Street1: 123 Example St.
Contact Address Sireat2: Suite 100
Contact Address City: Anytown

Contact Address Statle/Province: Any Prov
Contact Address Postal Code; A1A1A1
Contact Address Country: CA

Contact Voice: +1.4165555555

Contact Vioice Extension: 1111

Contact Fax: +1.41685555556

Conlact Emall: jdoe@test.test

Auth Info: my secrat

Varify that the following response is recaived:

<result code="1000"><msg lang="en-US">Command completed successfully</msg>
2.3.1.11 Update Contact (Change Elemant)

Supply the following information to the Update command.

ID: OTE-C3
Contact Name: Jane Smith

Varify that the following response Is recalved:
=<rasull coda="1000"><ms&g lang="en-US">Command complated successfully</msg>

2.31.12 Update Contact (Remove Element)

Supply the following information to the Update command. To remove a valua, overwrite it as a NULL
value.

ID: OTE-C3
Contact Fax:

Verify that the following response is recaived:
<result code="1000"><msg lang="en-US>Command completed successfully<imsg>
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2.3.1.13 Update Contact (Add Element)
Supply the following information to the Update command.

ID: OTE-C3
Contact Fax: +1.4185555556

Verify that the following response is recaived:
<result code="1000"><msg lang="en-US">Command completed successfully</msg>

2.31.14 Check Name Sarver (Foreign Registry - Availabla)

Supply the following lo the Check command.
10 Host Name: ns1.example.com

Verify that the following response is received:
WTIL:IEI F:m='1mﬂ'ﬂmag lang="an-US>Command complated succassfully</msg><contact:id
avali=

2.3.1.15 Create Name Server (Foreign Registry)

Supply the following 1o the Create command:
Host Mame: ns1.example.com

Verify that the following response is received:

<rasult code="1000"><msg lang="an-US">Command completed successfuly</msg>

2.3.1.16 Check Name Server (Foreign Registry - Available)
Supply the following 1o the Check command.
ID; Host Name: ns2.example.com
Verify that the following response is received:
<result code="1000"><msq lang="en-US>Command completed successfully</msg><contact:id

avail="1"»

2.3147 Create Name Server (Foreign Registry)
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Supply the following to the Create command:

Host Name: ne2.example.com

Verify that the following response is recelved:

<rasult code="1000"><msg lang="en-US">Command completed successfully</msg=>

2.3.1.18 Cheack Domain (Domain Avallable for Registration)

Use the Check command with the following data 1o determine that the domain |5 avallable:
Domain Name: example.info

Verify that the following response is received:
<result code="1000"><msq lang="en-US">Command complaeted successfully</msg>

domain:name avail="1'

2.31.198 Create Domain

Creala a new domain and associale two (2) Name Sarvers and four (4) Contacts to il by supplying tha
following elemeants to the Create command.

Domain Mame: example.info

Domain Server: ns1.examplée.com
Domain Server: nsZ.example.com
Domain Registrant Contact ID: OTE-C1
Domain Admin Contact ID: OTE-C2
Domain Billing Contact ID: OTE-C3
Domain Technical Contact ID: OTE-C4
Domain Registration Period (Year): 1
Auth Info: my sacret

Verify that the following response is received:

<result code="1000"><msg lang="en-US>Command complated successfully</msg>

2.3.1.20 Check Domain (Domain Not Available for Registration)

Usa the Check command with the following data o determine that the domain s not avallable:
Domain Name: example.info

Verify that the following response is received:
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<rgsult code="1000"><msg lang="en-US>Command completed successfully</imsg>
domain:name avail="0"

2.31.21 Query Domain
Supply the following information to the Info command.

Domain Name: example.info
Verify that the following response is received:
<result code="1000><msg lang="en-US">Command completed successfuly</msg>

Domain Name: example.info

Client ID: ClientX

Domain Status: ok

Domain Conlact (Registrant) ID: OTE-C1
Domaln Admin Contacl: OTE-C2

Domain Billing Contact: OTE-C3

Domain Technical Contact: OTE-C4
Domain Name Server;. ns1.example.com
Domain Mame Server; ns2.example.com
Auth Info: my secret

Craatad By: ClientX

Created Date; 2010-06-21T22:00:00.0Z
Expiration Data: 2012-06-21T22:00:00.0Z
Last Updated By: ClientX

2.3.1.22 Check Name Server (Available)
Supply the following 1o the Check command.
ID: Host Name: ns1.axample.info

Verify that the following response is received:

<rasult code="1000"><mag lang="en-US>Command completed successafuly</msg><hoat:name

avall="1"=

2.31.23 Create Name Servar

Supply the following 1o the Create command:

Host Mame: na1.example.info
Host Address: 192.168.10.11

Verify that the following response is received:
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<rasult code="1000"><msg lang="en-US">Command completed succassfully</imsg>

2.3.1.24 Check Name Server (Unavailable)
Supply the following to the Check command.
ID: Host Mame: ns1.example.info
Verify that the following response is received:
<result code="1000"><msg lang="en-US">Command completed successfully</msg=<host:name

avall='0'=

2.3.1.25 Query Name Server

Supply the following 1o the Host Info command.
Host Mame: ne1.example.Info
Verify that the following response |8 received:
Host Name: ns1.axample.info
Client ID: CllentX
Host IP Address; 192,168.10.11
Created By: CllentX
Created Date; 2010-06-21T22:00:00.0Z
Client Trans |D: T14AA
Server Trans ID: 2288
Status: ok
2.3.1.26 Check Name Server (Available)
Supply the following 1o the Check command.
I0: Host Name: ns2.example.info
Verify that the following response is received:

<rgsult code="1000"><msg lang="en-US">Command completed successfuly</msg><host:name
avall="1">

2.31.27 Create Name Server

Supply the following to the Create command:

Host Mame: ns2.example.info
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Host Address: 192.168.10.12
Verify that the following response is received:

<result code="1000"><msg lang="en-US">Command completed successfully</msg>

2.3.1.28 Update Name Server (Add IP Address)

Supply the following information to the Update command.

Host Mame: ne2.example.info
Add IP Address: 192.168.12.13

Varify that the following response is received:

<result code="1000"><msg lang="en-US>Command completed successfully</msg>

2.31.29 Update Name Sarver (Remove I[P Address)
Supply the following Information to the Update command.

Host Mame: ns2.example.info
Remove |P Address: 192.168.12.13

Verify that the following response is received,
<result code="1000"><msg lang="en-US">Command completed successfully</msg>

2.3.1.30 Check Domain (Domain Avallable for Registration)

Use the Check command with the following data fo determine that the domain is available:
Domain Name: domain.info

Varify that the following response is recaeived.

<rasult code="1000"><msg lang="en-US">Command completed successfully</imsg=>
domain:name avail="1'

2.31.3 Create Domalin domain.info

Create a new domain and assoclate two (2} Name Servers and four (4) Contacts to it by supplying tha
following alements to the Create command.

Domain Mame: domain.info
Domain Server: nsl.example.info
Domain Server: ns2.example.info
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Domain Registrant Contact ID: OTE-C1
Domain Admin Contact ID: OTE-C2
Domain Billing Contact ID: OTE-C3
Domain Technical Contact I1D: OTE-C4
Domain Registration Period (Year): 1
Auth Info: my secret

Verify that the following response is received:

<rasult code="1000"><msg lang="en-US">Command completed succassfully<imsg=>

2.3.1.32 Query Domain
Supply the following information to the Info command.

Domain Name: domain.info
Verify that the following response is received:;
<result code="1000"><msg lang="en-US">Command completed successfully</imsg>

Domain Name: domain.info

Client I1D: ClientX

Domain Status: ok

Domain Contact (Registrant) ID: OTE-C1
Domain Admin Contact OTE-C2

Domain Billing Contact OTE-C3

Domain Technical Contact: OTE-C4
Domaln Name Server: ns1.example.info
Domain Name Server: ns2.example.info
Auth Info: my secret

Creatad By: CllentX

Created Date: 2010-06-21T722:00:00.0Z
Expiration Date: 2011-06-21T722:00:00.0Z
Last Updated By: ClientX

2.31.33 Renew Domain
First, get the Expiration Date of the domain by issuing the Info command with the following data.

Domain Mama: domain.info

Examine the Expiration Date returned from the previous command (output should be simllar to the
following).

Domain Expiration Date: 2011-06-21T22:00:00.0Z
Izsue the Renew command with the following data.

Domain Name: domain.info
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Current Expiration Date: 2070-06-21 {returmned in the previous Info command)
Domain Years Period: '

Verify the output so that the expectad Expiration Date is correct.

Domain Mame:; domain.info
Expiration Data: 2074-06-21T22:00:00.0Z

2.3.1.34 Update Domain - Change Name Servers

Enter the following information to the Update command.
Domain Name: domain.info
Remove Name Server: ns1.example.info
Remove Name Server: nsd.example.info

Add Name Server: nsl.example.com
Add Name Server: ns2.example.com

Verify that the following response is received:
<result code="1000"><msg lang="en-US">Command completed successfully<imsg>

231.35 Update Domain - Change Contact

Issue the Update command with the following data: Remove the Contact, OTE-C2 from Admin Contact
and add the contact OTE-C4 as a new Admin Contact,

Domain Name: domain.info

Remove Admin Contact |1D: OTE-C2
Add Admin Contact ID: OTE-C4

Verify that the following response s received:
<result code="1000"><msg lang="en-US">Command completed successfully</msg>

2.3.1.36 Update Domain — Change Authorization Information
Change authorization information of a domain by issuing the Update command with the following values.

Domain Name: domain.info
Mew Auth Info: new secret

Verify that the following response is received:

<rasult code="1000"><msg lang="en-US">Command completed succassfully<imsg>

2.3.1.37 Update Domain - Change Domain Status
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Change the status of & domain by issuing the Update command with the following values.

Domain Nama: domaln.info
Add Domain Status; clientUpdateProhibited

Verify that the following response is received:

<rasult code="1000"><msg lang="en-US'>Command complated sucoessfully</msp>

232 Transfer of Objects
The following tests exercise EPP commands that revolve around cbject transfers.

2321 Contact Transfer Request
This section tests the client's ability to request the transfer of a contact owned by ancther Registrar,
ClientY. Please nole that the Contact, OTE-C5, for which the transfer has been requested, was seeded

in the Test Registry by AFILIAS Technical Support prior to the start of the test. Supply the following
information to the Transfer command with the op=request’ attribute and the following information.

ID: OTE-CS
Auth Info: my sacret

Verify that the following response is received:

<result code="1000><mzg lang="en-U5'>Command completed successfully</msg>

2322 Query Contact Transfer
Usa the Transier command's op="query’ altribute, along with the following information.

ID: OTE-CS
Auth Info: my secrat

Verify that the following response is recaived:
=result code="1000><msqg lang="an-US>Command complated successfully</msg> Contact
Transfer Status: pending

2323 Apprave Contact Transfer

Anothar Registrar, ClientY, has an outstanding Transfer Request of one of ClientX's Contacts, OTE-CE.
This section involves the approval of the transfer request. Supply the following information to the
Transfer command with the op="approve’ atiribute.

ID: OTE-C6
Auth Info: my secret
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Varify that the following response is racaived:
<rasult code="1000"><msg lang="en-US">Command completed successfully<imsg>

2.3.24 Reaject Contact Transfar

Anocther Registrar, ClientY, has an outstanding Transfer Request of one of ClientX's Contacts, OTE-CT.
This section involves the rejection of the transfer request. Supply the following information to the
Transfer command with the op="raject’ atiribute.

ID; OTE-C7
Auth Info: my secrat

Varify that the following response s recaived.
=<rasult code="1000=<msg lang="en-US>Command completed successfully</msg>

2.3.25 Domain Transfer Requast

This section tests the client's ability lo request the transfer of a domain, transferd.info, owned by
another Reglstrar, ClientY. Please note that the domain, transfard.info, for which the transfar has been
requested, was seeded in the Test Registry by Technical Support prior to the start of the test.

Supply the lollowing information (o the Transfer command with the op=Trequest’ allribule and lhe
following information.

Domain Mama: transferd.info
Auth Info: my secretY

Verify that the following response is recaived:
<result code="1001"><msg lang="en-US>Command complated succassfully</msg>

2.3.26 Approve Domain Transfer

Ancther Registrar, ClientY, has made a transfer request for one of ClientX's domains, transferz.info.
This saction involves the approval of this transfer request. Check the stalus of the transfer using tha
Transfer command with the op='query’ attribute and the following information:

Domain Mame: transfer2.info
Auth Info: my secretX

Verify that the following response is received:

<result code="1000"><msg lang="en-US">Command completed successfully</msg>
Transfer Status: pending

Approve this transfer by using the Transfer command with the op="approve’ attribute and the following
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infarmation:

Domain Mame: transfer2.info
Auth Info: my secreti
Verify the following output:

<result code="1000"><msg lang="en-US>Command completed successfully</msg>

2327 Reject Domain Transfer

Another Registrar, ClientY, has made a transfer request for one of ClientX's domains, transfer1.info.
This section involves the rejection of this transfer request. Reject the transfer by using the Transfer
command with the op="reject’ attribute and the following information:

Domain Name: transfer.info
Auth Info: my sacrat

Verify that the following response is recaived:
<result code="1000"><msg lang="en-US">Command completed successfully</msg>

2.3.3 Client Error Handing

The following section exercises the dient's ability to correctly handle commeon EPP excaptions. The
client should remain connected to the Test Registry despite the receipt of exceptions. A definition of

gach exception code is provided.

2331 Correctly Handle 2003 Exception

2003 *Requirad parameter missing”® - This responsa code must be retlumed when & sarver receives a
command for which a required parameter value has not bean provided. Submit the following using the
Create command (do NOT submit a value for auth info):

Domain Mame: exception.info
Domain Server; nsl.example.info
Domain Server; nsZ.example.info
Domain Regisiranl Contact ID: OTE-C1
Domain Admin Contact ID: OTE-C2
Domain Billing Contact ID: OTE-C3
Domain Technical Contact 1D: OTE-C4

Varify that the following response is recaived:

<rasult code="2003"><msg lang="en-US">Required parameler missing</msg>
MNote: This emor is due to the fact that domain auth info was not provided in the create command.
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2.33.2 Correctly Handle 2005 Exception

2005 *Parameater value syntax error” - This response code must be relumead when a server racelves a
command contalning a parameter whose value Is Improperly formed. The emor value should be relurmead
via an element in the EPP response.

Submit the following using the Create command:

Domain Name: -“invalid.info

Domain Server: ns1.example.info
Domain Server: ns2.example.info
Domain Registranl Contact ID: OTE-C1
Domain Admin Contact ID: OTE-C2
Domain Billing Contact ID: OTE-C3
Domain Technical Contact 1D: OTE-C4
Auth Info: my secret

Verify that the following response is received:

<result code="2005"><msg lang="en-US">Parameter valua syntax emor</msg>
Mote: This ermor is due to the fact that domain name starts with invalid character.

2333 Correctly Handle 2306 Excaption

2306 *Parameter value policy ermor® - This response code must be retumead when a server receives a
command containing a parameater value that is syntactically valid, but samantically invalid due to local
policy. For example, the server may support a subset of a range of valid protocol parameter values. The
emor value should be retumed via an element in the EPP response.

Submit the following using the Create command:

Domain Mame: exception.info
Domain Server: ns1.example.info
Domain Server: ne2.example.info
Domain Registrant Contact |1D: OTE-C1
Domain Admin Contact ID: OTE-C2
Domain Billing Contact ID: OTE-C3
Domain Technical Contact ID: OTE-C4
Domain Period (Years): 99

Auth Info: my secret

Verify that the following response is received:

<result code="2306"><msg lang="en-US>Paramater valua policy emor</msg>
Mote: This is due to the fact that value entered for Domain Period is outside valid range (1 to 10 years).

2334 Correctly Handle 2002 Exception
2002 *Command use error’ — This response code must be returned when a server receives a command
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that is properly formed, but cannot be executed due to a sequencing or context error.
Submit the following using the Renew command:

Domain Name: example.info
Expiration Date: 2017-06-21

Verify that the following response Is recelved:
<rasult code="2306"><msg lang="en-US>Command use ermor</msg>

Mote: This is due to the fact that a wrong Expiration date was entered (the corect Expiration date is
2012-06-21) while renawing the domain.

2.3.3.5 Correctly Handle 2303 Excepticn

2303 "Object does not exist” - This response code must be relumed when a server receives a command
to transform an object that does not exist in the registry.

Submit the following using the Create command:

Domain Mame: axception.info

Domain Server: ns1.example.info
Domain Server: ns2.example.info
Domain Registrant Contact 1D: OTE-CS9
Domain Admin Contact ID: OTE-C2
Domain Billing Contact ID: OTE-C3
Domain Technical Contact 1D: OTE-C4
Domain Pariod (Years): 2

Auth Info: my sacrat

Verify that the following response is received:

<rasult code="2303'><msg lang="en-US">0bject does not exist</msg>
Note: Registrant Contact |D, OTE-C99, doas nol exist in the registry and hence the arror.

2336 Correctly Handle 2305 Exception

2305 "Object association prohibits operation” - This response code must be returned when a server
recelves a command to transform an object that cannot be completed due 1o depandencles on other
objacts that are associated with the target object. For example, a server may disallow commands while
an object has active associations with other objects.
Submit the following to tha Delate command:

Contact |D; OTE-C2

Verify that the following response is received:
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=rgsult code="2305><msg lang="an-US>0bject association prohibits operation</msg=>
MNote: The error is due to the fact that the contact, OTE-C2, is associated with multiple domains,

2337 Correctly Handle 2201 Exception

2201 “Authorization emror” - This response code must be returned when a server notes a client
autharization ermor when executing 8 command. This emor is used to note that a client lacks privileges to
execute the requested command.

Submit the following to the Delete command:
Domain Name: transferd.info
Varify that the following response is recaived:

=rasult code="2201">=msg lang="an-US">Authorization error</msg=>
MNota: Tha aror s dua to the fact that the domain, transferd.info, is not owned by registrar, Clientl.

2.4 IDN EPP Acceptance Criteria (Optional)

This is an optional OT&E test for Registrars who wish to implement EPP for International Domain Name
(IDN} operations with the Regisiry. Registrars do not have to pass this test to begin DN registralions.

If a registrar has already passed the regular EPP OTE&E test and would like to complete the optional IDN
test at a later stage, then Steps 2.3.1.1 to 2.3.1.10 and 2.3.1.14 to 2.3.1.17 under section 2.3.1 will have
o be complated first to create objects which will be used In steps under sections 2.4.1 and 2.4.2,

If a registrar is taking the regular EPP OT&E test and opfional IDN test together then all steps listed
under both 2.3 Mandatory EPP Acceptance Criteria” and 2.4 IDN EPP Acceptance Criteria
{Optional)" will need to be completed, except the steps 2.4.3.2 to 2.4.3.7, listed under 2.4.3 Delate IDN
And Other Objects”, which the registrar will NOT need 1o pedorm, as those objects are delated in
sactions “2.5 Deletion of Other Objects” in steps 2.5.3 to 2.5.8 as part of EFP acceptance test.

2.4.1 Creation of IDN objects and their updates

24141 Check Domain (Domain Available for Registration)

Use the Check command with the following data to determine that the Hungarian IDN domain is
available:

Domain Name: xn-—abcxyz-rta.info
IDN Script: $

Verify that the lollowing response s recalved:
<result code="1000"><msg lang="en-US">Command completed successfully</msg> domain:name
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avail="1'
2.4.1.2 Create IDN Domain using the Hungarian script

Domain Name: xn-abcxyz-rta.info
Domain Server: ns1.example.com
Domain Server: nsZ.example.com
Domain registrant contact: OTE-C1
Domaln Admin contact: OTE-C2
Domain Billing contact: OTE-C3
Domain Technical contact: OTE-C4
Auth Info: my secret

IDN Script: §

Verify that the following response is received:

<result code="1000><msg lang="en-US>Command completed succassfully</msg>
2413 Check Domain {Domain Not Available for Registration)

Use the Check command with the following data 1o determine if the domain is available:

Domain Name: xn-abcxyz-rta.Info
IDN Script: $

Verify that the following response is received:

<result code="1000"><msg lang="en-US>Command completed succassfully</msg> domain:name
avall="0'

2.41.4 Query Hungarian IDN Domain
Domain Name: xn--abcxyz-rta.info
Verify that the following response is received:

Domain Name: xn--abexyz-rta.info
Client ID: ClientX

Domain Status: ok

IDN Script; §

Domain Server: nsl.example.com
Domain Server: ns2.example.com
Domain Contact {Reglstrant): OTE-C1
Domain Admin Contact: OTE-C2
Domain Billing Contact: OTE-C3
Domain Technical Contact: OTE-C4
Auth Info: my secret
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Created By: CllantX
Created Date: 2070-06-22
Expiration Date: 2072-06-22
Last Updated By: ClientX

Note: The EPFP response should confain the <idn:infData> and <idn:script> fags.
2415 Update Domain with Supported IDN Script
Query the domalin name: xn—abcxyz-rta.info

Varify that the following responsa is received:

Domain name: xn--abcxyz-rta.info
IDN scripl: $

Issue the domain update command with the following:

Domain name: xn--abexyz-rta.info
IDM Script: Is

Verify that the following response is received:

Command Completed Successfully
Domain Mame: xn-abcxyz-rta.info
IDN Script: is

2.4.1.6 Check Multiple IDN with proper Script

Domain Mame: xn=-abcxyz-rta.info
Domain Name: xn—abcabc-ria.info

IDN Seript: Is
Verify that the following response is received:

Command Complated Successfully
Domain Mame Result: ;
Domain Mame Result: 1

2.4.1.7 Chack IDN with invalid script

Submit the following on Domain Check command;
Domain Mame: xn—dn-mja.info
IDN Soript: v

Verify that the lollowing response is received:

<result code="1000><msq lang="en-US>Command compleled successfully</msg> domain:name
avall="Qy
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Note: While checking an IDN with characiers that do not appear in the script table of script submitfed,
the server rasponse is io tell the chent thal the domain is noi avaiable.

242 Client Error Handing on IDN

2421 Correctly Handle 2003 Error Exception
Create an IDN as a regular domain. Submit the fellowing to the domain create command:

Domain Mame: xn-bq-uia.info
Domain Server: nal.example.com
Domain Server: nsZ.example.com
Domain registrant contact: OTE-C1
Domain Admin contact: OTE-C2
Domain Bilfing contact: OTE-C3
Domain Technical contact: OTE-C4
Auth Info: my secrat

Verify that the following response is received:

2003:Required parameter missing (idn:create)

Note: Since this domain is being created as a regular domain, the XML should not contain any of the
<IDN> tags within the <UNSPEC> area.

2422 Correctly Handle 2003 Error Exception
Check IDN as regular domain
Domain Mame: xn-bq-ula.info
Verify that the following response is received:;
2003:Required parametar missing
Note: Checking for an IDN, but using XML for a regular domain:check command.

2423 Correctly Handle 2306 Error Exception

Creata IDN with emply script parameter

Domain Mame: xn=bq-uia.info
Domain Server: ne1.example.com
Domain Server: ns2.example.com

Domain registrant contact: OTE-C1
Domain Admin contact: OTE-C2

Domain Billing contact: OTE-C3
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Domain Technical contact: OTE-C4
Auth Info: my secret

Varify that the following response is received:
2306:Parameter value policy eror
Mote: This domain is being created as an |DN, but no script is specified.

2424 Correctly Handla 2308 Error Exception
Create an IDN with invalid script name

Domain Mame: xn=hq-uia.info
Domain Server: ns1.example.com
Domain Server: ns2.example.com
Domain registrant contact: OTE-C1
Domain Admin contact: OTE-C2
Domain Billing contact: OTE-C3
Domain Technical contact: OTE-C4
Auth Info: my secret

IDN Script: hu-AT

Verify that the following response is received:
2308;Parameater value policy eror

Note: This domain is being created using a scrpt (hu-AT) that does not exist.

2.4.3 Delete IDN And Other Objects

2431 Delete IDN Domain

Delete the Domain, xn--abcxyz-rta.info, created in Section 2.4.1.2, by supplying the following
information to the Domain Delete command.

Domain Name: xn—-abexyz-rta.info
Verify that the following response is received:

<rasult code="1000"><msg lang="en-US">Command completed successfully<imsg>

Please nole that the following contact delete operations, under 2.4.3.2 to 2.4.3.5 can be
completed If only the optional IDN test |s taken. if the registrar Is also taking mandatory EPP
acceptance criteria test along with the optional IDN test then these steps, ie. 2.4.3.2 to 2.4.3.5, will
give error as the contact objects, OTE-C1 to OTE-C4, are already associated to domains,
“gxample.info” and “domain.info”, created in steps, 2.3.1.19 and 2.3.1.21, as part of the
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mandatory EPP acceptance test.

2432 Delete Contact (OTE-C1)

This step Is same as in “2.5.3 Delete Contact (OTE-C1)".
2.4.3.3 Delets Contact (OTE-C2)

This step is same as in “2.5.4 Delete Contact ([OTE-C2)".
2.4.3.4 Delete Contact (OTE-C3)

This step is same as in “2.5.5 Delete Contact (OTE-C3)".
2435 Delete Contact (OTE-C4)

This step is same as in “2.5.8 Delete Contact (OTE-C4)".
2436 Delete Name Server (ns1.example.com)
This step is same as in “2.5.7 Delete Name Server (ns1.example.com)”.
2.4.3.T Delete Name Server (ns2.example.com)

This step |5 same as In "2.5.8 Delete Name Server (ns2.example.com)”.

2.5 Deletion of Other Objects
The following tests exercise EPP commands that delete objects created during section 2.3.1.

2.5.1 Delete Domain (example.infao)
Delete the Domain, example.info, crealed in Seclion 2.3.1.18 by supplying the following information to
the Domain Delete command.

Domain Mame: example.info
Verify that the following response is received:
<result code="1000"><msg lang="en-US>Command completed successfully</msg>

Note: Deletion of parent domain, example.info, also deletes child hosts, ns1.example.info and
ns2.example.info, created in 2.3.1.23 and 2.3.1.27, as they are not associated with any other domains.

2.5.2 Delete Domain (domain.info)

Delete the Domain, domain.info, created in Section 2.3.31 by E“EE.'."EF the fnilnwing information to the
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Domain Delete command.

Domain Name; domain.info
Varify that the following response is received:

<rasult code="1000"><msg lang="en-US">Command compleled successfully</imsg>

2.5.3 Delete Contact (OTE-C1)

Delete the Contact, OTE-C1, created in Section 2.3.1.2 by supplying the following Information to the
Contact Delete command.

Contact 1D: OTE-C1
Verify that the following response is received:

<ragsult code="1000"><msg lang="en-US">Command completed successfuly</msg>

2.54 Delete Contact (OTE-C2)

Deleta the Contact, OTE-C2, created in Section 2.3.1.6 by supplying the following information to the
Contact Delate command.

Contact |D; OTE-C2
Verify that the following response is received:

<rasult code="1000"><msg lang="en-US'>Command complated successfuly</msg>

2.5.5 Delete Contact (OTE-C3)

Delete the Contact, OTE-C3, created in Section 2.3.1.8 by supplying the following information to the
Contact Delete command.

Contact 1D: OTE-C3
Verify that the following responsa is recelved:

=rasult code="1000">=msg lang="en-US">Command complated successfully<imsg>

2.5.6 Dsleta Contact (OTE-C4)

Delete the Contact, OTE-C4, created in Section 2.3.1.10 by supplying the following information to the
Contact Delete command.

Contact 1D: OTE-C4
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Verify that the following response is received:

<rasult code="1000"><msg lang="en-US">Command completed successfully</msg>

2.5.7 Delete Name Server (ns1.example.com)

Delete the name server, nai.example.com, created in section 2.3.1.15, by supplying the following
information to Host Delete command.

Host Mame: ns1.example.com
Verify that the following response is recaived.

<rasull code="1000"><msg lang="en-US">Command compleled successfully<imsg>

2.5.8 Deleta Name Server (nsZ.example.com)

Delete the name server, ns2.example.com, created in seclion 2.3.1.17, by supplying the following
information to Host Delete command.

Host Name: ns2.example.com
Varify that the following response is received.

<result code="1000"><msg lang="en-US">Command completed successfully</msg>

2.6 Efficiency of Client Session Management

This section exercises the client's ability to utilize commands that must represented as empty elements,
with no child objects.
2.6.1 Keep Session Alive

For this test, the client must keep the current session opan to the Registry for 2t least 30 minutes before
proceading to the next section. Usa the Hello command at intervals under 10 minutes to maintain client
connectivity,

26.2 Request Message Queue Information

Clients may use the poll command to retrieve messages queued by the server. Issue the poll command
with the op="request’ attribute to retrieve queue information, and the first message within the queue.

Verify that the following response is received:
<response><resull code="1301"><msg lang="en-US">Command completed successfully; ack to

dequeuve</imsg></rasull><msgQ count="48" id="43>=<msg lang="en-US>Translfer
Regquested. </msg>
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MNote: The value returned for 'id’ will be necessary for section 2.7.3

2.6.3 Ack Queued Message

Issue the poll command with the op=ack attribute to acknowiedge receipt of the first message, and
remove it from the queue.

Varify that the following response is recaived:
<result code="1000"><msg lang="en-US">Command completed
successfully</mag></result=<msgQ count="47" id="45">

2.7 End Session

For a Registrar client to end communications with the Registry, the Logout command s used with no
arguments.

If succassful, the Ragistry will sand the following response and then end the session.

<result code="1500"><msg lang="en-US">Command completed successfully; ending
session</msg>

2.8 Completing the Test

At this point, contact Technical Support by logging to the communication portal by using
your Registrar Relations login credentials at [URL] or call [PHONE NUMBER]
and inform them that you have completed this test.
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Appendix A - Seeded Registry information

The OT&E test requires the creation and manipulation of several EPP objects prior to the client's initial

connaction. Technical Support will perform the necessary operations before the cllent's inftial

connaction. The data within this Appendix is included for informational purposes only.
*** Registrar: Do not attempt to enter this data into the Test Registry. ™*

User

Registrar: ClientX
Password: foo-BAR2

Contacts
The Contact ID values for each of the seeded conlacts are as follows;
Object Owned By | Notes
DTE-C5 Cliant¥
OTE-C6 ClientX Auth Info: my secret
** This contact has pending transfer status, Initiated by Clienty™*
OTE-CT ClientX Auth |nfo: my secret

** This contact has pending transfer status, initialed by Clienty™*

The seaded contacts use the following common values:

Contact Mame: Test Contact

Contact Organization: Example Corp. Inc
Contact Address Street: 123 Example St.
Contact Address Street: Suite 100
Conlact Address City: Anytown

Contact Address State/Province: Any Prov
Contact Address Postal Code: A1A1A1
Contact Address Country: CA

Contact Voice: +1.4165555555

Contact Voice Extension: 1111

Contact Fax: +1.4165555556

Contact Email: jdoed@test.test

The seeded hosts are as follows:

Object Owned By Notes
ns1.sample.com ClientX
ns2.sample.com CliantX
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Object Owned By | Notes

transfer3.info | ClientY Auth Info: my secretY, OTE-C5 for all contact types

transferi.info | ClientX Auth Info: my secretX, OTE-C6 for all contact types
** This domain has pending transfer status, initiated by Clienty™*

transfer2.info | ClientX Auth Info: my secretX, OTE-C6 for all contact types

** This domain has pending transfer status, initiated by Clienty™*

All seeded domains above use seeded name server values: ns1.sample.com and ns2.sample.com.
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