Appendix 30a-07:

Section 9 Technical and organizational measures

Public and private bodies which collect, process or use personal data on their own behalf or on
behalf of others shall take the necessary technical and organizational measures to ensure the
implementation of the provisions of this Act, especially the requirements listed in the Annex to this
Act. Measures shall be necessary only if the effort required is in reasonable proportion to the desired
purpose of protection.

Annex (to Section 9, first sentence)

Where personal data are processed or used in automated form, the internal organization of
authorities or enterprises is to be such that it meets the specific requirements of data protection. In
particular, measures suited to the type of personal data or categories of data to be protected shall be
taken

1. to prevent unauthorized persons from gaining access to data processing systems for processing or
using personal data (access control),

2. to prevent data processing systems from being used without authorization (access control),

3. to ensure that persons authorized to use a data processing system have access only to those data
they are authorized to access, and that personal data cannot be read, copied, altered or removed
without authorization during processing, use and after recording (access control),

4. to ensure that personal data cannot be read, copied, altered or removed without authorization
during electronic transfer or transport or while being recorded onto data storage media, and that it is
possible to ascertain and check which bodies are to be transferred personal data using data
transmission facilities (disclosure control),

5. to ensure that it is possible after the fact to check and ascertain whether personal data have been
entered into, altered or removed from data processing systems and if so, by whom (input control),

6. to ensure that personal data processed on behalf of others are processed strictly in compliance
with the controller’s instructions (job control),

7. to ensure that personal data are protected against accidental destruction or loss (availability
control),

8. to ensure that data collected for different purposes can be processed separately.

One measure in accordance with the second sentence Nos. 2 to 4 is in particular the use of the latest
encryption procedures.

Valuetainmentwill ensure compliance with the Act and other data protection provisions.



